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Welcome

W
elcome to this year’s chubb benelux risk 
Forum report brought to you by Rubicon Media, 
publisher of Commercial Risk Europe, the publication 
specifically designed for the European risk and 

insurance management community.
Chubb kindly invited me to once again host this year’s Benelux 

Risk Forum in Amsterdam and a collection of excellent speakers 
delivered some fascinating and thought-provoking presentations 
that led to engaging discussion and debate.

The main theme was how could and should the risk and 
insurance management community rise to opportunities and 
challenges presented by the digital age and the related rapidly 
occurring transformation in the way the world economy works.  

Tony Bosma, futurist, trend watcher and advisor to businesses 
and governments, gave delegates an exciting and slightly worrying 
view into a future where everything that can be automated, will be. 
Mr Bosma argued that this new world will require a totally new 
mind-set from individuals, companies and their risk managers. All of 
us have to prepared to be rebels and think the unthinkable.

Arjen Ronner, Professor Enterprise Risk Management and former 
Program Director Insurance Science, Amsterdam Business School, 
followed and pointed out that risk management is often viewed as 
an exact science that is driven by models and technology.

But, he said that risk managers and the wider business 
community need to recognise that risk is a very subjective and 
human topic. Risk managers ignore the power of human and 
economic irrationality at their peril, he argued.

Nick Parillo, VP Global Insurance at Ahold, explained 
to delegates how the group’s state-of-the-art enterprise risk 
management system works. Mr Parillo said that the implementation 
of an enterprise-wide risk management approach is critical for any 
company operating in the modern online economy and particularly 
if they are seeking to buy cyber insurance.

Cyber is obviously a very hot topic of debate among the Benelux 
and wider European and international corporate risk management 
community.

If there is one thing that everyone in this market agrees upon 
it is that to tackle this risk and the wider risk thrown up by the 
transformation of the global economy, it is that deeper co-operation, 
discussion and partnership is needed to find real and lasting 
solutions.

Gatherings such as this one are therefore a vital part of this 
combined effort. Well done to all involved.

Enjoy the read!
Adrian Ladbury

editorial director

Rubicon Media—publishers of Commercial Risk Europe,  
Commercial Risk Africa, Commercial Risk Asia & International Programme News

aladbury@commercialriskeurope.com
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B ased on your meetings with clients and 
brokers what do you feel are the three 

biggest risks faced currently?

 n Technology, supply chain and reputational 
risks top the list of concerns for risk managers 
in the Benelux. Digital disruption in particular 
is at the top of the agenda for every company, of 
every size. This is being reinforced by the data 
breach notification obligation, which has been 
implemented in the Netherlands and obliges 
companies to immediately notify the Dutch Data 
Protection Authority as soon as they experience a 
serious data breach. 

Last year’s ACE survey The Changing Role of 
the Risk Manager (http://www.acegroup.com/eu-
en/assets/ace_changing-role-of-risk-managers.pdf) 
showed that as a result of the dramatic changes 
in the external environment, risk managers 
acknowledge the need for a new set of skills and 
tools, but they also find it increasingly difficult 
to keep pace with the range of emerging risks 
they face. That is why we place such importance 
on helping them understand and address these 

new risks, for instance through our annual Chubb 
Benelux Risk Forum.

D o you think that corporates are 
really aware of their cyber exposures 

currently? How is Chubb responding to 
customers demands for cyber coverage?

n We see that especially larger companies as 
well as multinationals are more and more aware 
of their cyber exposures, and are dealing with 
this type of risk increasingly professionally. 
Corporates understand that they have to take 
risk management seriously, and the overall 
level of influence of risk managers is increasing. 
Technology is one of the drivers of this change, 
but also a source of worry as we have seen.

Companies are also much more aware of what 
they need in terms of risk management and risk 
transfer solutions: across the European continent 
including the Benelux, brokers and clients have 
told us they want insurance products that offer 
clear language and even more so, they want 
joined-up risk management solutions. This is one 

IN PERSON:
Ron Verhulsdonck

AdriAn LAdbury 

asked Ron 

Verhulsdonck 

about the current 

corporate risk 

environment, the 

rise of cyber risk 

and solutions,  

and how the  

market can work 

more effectively  

as a whole to tackle 

emerging risks
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of the reasons we have launched Cyber Enterprise 
Risk Management earlier this year. Well received 
in the Benelux, this solution includes first party 
business income loss, data restoration, cyber 
extortion, third party liability and crisis response 
costs. Crawford & Company, a global leader 
in claims and crisis management, will provide 
our clients with a single point of contact and a 
24/7 incident response platform to report cyber 
incidents.

 

H ow do you think that customers, brokers 
and insurers need to work together to 

more effectively identify, measure and manage 
this critical risk?

n A strong relationship and knowledge exchange 
between insurer, broker and insured are vital to 
help risk managers understand and address their 
growing challenges. Brokers as well as insurers 
gain a lot of knowledge from the numerous risks 
they see in their daily business, across all different 
industries and all around the world. Sharing this 
knowledge as well as information on trends and 
emerging risks enables them to not only offer the 
right product but also be a consultant to their 
clients. One example of a Chubb consultancy piece 
is the recently updated ‘Liability limit benchmarks 
and large loss profile by industry’ which provides 
good insights into liability benchmarks across 
different industries (http://www.acegroup.com/
bm-en/assets/chubb_bermuda_large_loss_report.
pdf).

 

I s the insurance industry equipped to deal 
with the modern, global and fast evolving 

economy? 

n Risks are becoming incredibly complex and vary 
a lot between different business environments. 
Knowledge and experience are key for insurers to 
offer clients products that represent and reflect the 
difficulties in their particular environments. Only 
when working closely together with clients and 
their brokers, insurers can provide risk managers 
with turnkey solutions that are moving beyond 
traditional insurance policies, offering them 
complete risk management propositions; our 
Cyber ERM solution is a great example of that 
approach.

H ow has the creation of Chubb made it 
easier for you to rise to the challenge in 

the Benelux?

n We were highly complementary companies: 
ACE had a strong focus on multinationals 
and corporates, whereas Chubb was strongly 
represented in the high-net-worth and middle 
market, both with different distribution models 
and different brokers. In the Benelux in particular, 
we also benefit from a better geographical 
coverage and are now able to offer an even more 
comprehensive product portfolio across different 
segments in both the Netherlands and Belgium. 
In addition, the creation of the new Chubb 
enables us to better segment the market and to 
provide these segments with products and services 
tailored to their specific needs. 



7Chubb benelux Forum TonY boSmA

Tony Bosma, futurist, trend watcher  

and advisor to businesses and governments, 

gave delegates at this year’s Chubb Benelux 

Risk Forum a fascinating, exciting and 

slightly worrying view into a future where 

everything that can be automated, will  

be. This demands a totally new mind-set 

from individuals, companies and their  

risk managers. Above all, according to  

Tony Bosma, we have to be rebels and  

be prepared to think the unthinkable. 

AdriAn LAdbury reports.

F
EAR ABOuT ThE DISRuPTIVE 
impact OF technology on companies 
and their business models has 
become acute in Europe and 
worldwide, not least as the level and 

seriousness of cyber attacks appears to be reaching 
new heights. But well known Dutch futurist and 

trend watcher Tony Bosma warned delegates at 
this year’s Risk Forum to be careful not to become 
lost in the details and miss the big picture: the 
challenge is not technology but change itself, and 
the inability to identify and react to change.

Mr Bosma pointed out that, in his view, no-
one in the room was really born free. 

“From the moment you are born, you are 
being conditioned by your surroundings – by your 
parents, by your educational system, by friends, 
by media – so you are not born free,” he argued.  

For this reason, when individuals look at 
trends and the technologies that drive them, 
they have to remember that they are judging 
the outside world. “Not how the outside world 
really is, but how you think it is,” he stressed. Mr 
Bosma argued that by using such a closed mind-
set individuals will never make a difference. 

Critical thinking is critical
“Most companies are doing this: they are looking 
for the trends and developments that they want 
to find. Companies and our society need more 
rebels. People who are able to question the world 
that we are living in,” he said. “Critical thinking 
and curiosity are the critical skills for people 
working.”

TONy BOSma:
Brave new world
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The pressure to change our mind-sets is 
mounting, because the pace is quickening.

“Technology reduces the lifespan of companies 
faster than ever.  Compared with the technological 
developments predicted for the next 20 years, 
the past 20 years will look like a period when 
technology changed very little,” said Mr Bosma.

For example, the National Intelligence Council 
(NIC), the centre for long term strategic thinking 
in the uS, predicts the merger of humans and 
machines by the year 2030. Mr Bosma also 
pointed out that a recent Mckinsey report has 
actually found that information already generates 
more economic value than the global trade of 
goods (see related article on page 10).

 
Millions of jobs to go

The World Economic Forum reported at its 
annual Davos meeting that disruptive labour 
market changes, including the rise of robots and 
artificial intelligence, will result in a net loss of 5.1 
million jobs over the next five years in the top-15 
world economies that currently account for about 
65% of the world’s workforce. The WEF analysis 
predicts a total loss of 7.1 million jobs that will be 
offset by a gain of 2 million new positions.

Some two thirds of the projected losses are 
expected to fall in office and administrative 
sectors. This will occur because smart machines 
will take over more routine tasks, according to 
the survey that was based on a global survey of 
personnel and strategy executives.

The “Future of Jobs” report concluded that 
jobs would be displaced in every industry. The 
biggest impact would be felt in healthcare, energy 
and the financial services sectors.

Mr Bosma added that it is already estimated 
that we save 1 billion gigabytes of data in the 
cloud. unfortunately, according to Google, every 
2 seconds there is fraud with our online identity. 
The impact on the financial services market of 
all this rapid change will be huge, predicted the 
futurist.

Brave new world
But it’s not all doom and gloom according to the 
Mr Bosma. We should also look forward to the 
brave new world ahead.

“Sometimes people ask me: if this is your job 
and your vision, how could you put two children 
on this planet? It’s because I am very positive.  I 
believe all together we can make a beautiful leap 
forward.  Because right now in the bricks and 
cracks of the old world, we are seeing a new world 

on the horizon,” he said.
Mr Bosma gave some interesting examples 

that show how this new world is good news for 
us all: from car insurance premium that adjusts 
itself based on the way that you drive, to asteroid 
mining to real time translation on your phone. 
The new world is already manifesting itself. 

The overall key is to be smarter and more co-
operative, not just quicker, said Mr Bosma.

“It’s not about being faster, cheaper, bigger. 
In the new world as a company you have to be 
smarter, more disruptive but also you have to 
join forces. It’s not about your ego. To have a real 
impact on society, you have to join forces,” he 
advised risk managers in the room.

 
Greed is bad

The end of ego is an important point, according 
to Mr Bosma. he argued that businesses are 
perceived to have been built in the past on a 
web of deceit, on sophisticated marketing and 
advertising that will not work in the new world.

“This is how consumers look at companies: 
they have become big by doing wrong. Companies 
are innovating, not to create a better world, but 
because of business growth targets or greed or 
money, or the ego of some CEO,” he explained.

Mr Bosma said that according to research 
only 31% of Europeans trust brands. For the 
first time in history we trust google more than 
our traditional news sources, according to the 
Edelman Trust Barometer. This means that 
the ones we trust are now our peers, our direct 
networks, the people who are close to us. But, as 
all risk managers are aware, trust is lost a lot more 
easily than it is built.

“Trust is like a piece of paper: once crumpled 
you will never ever get it flat,” said Mr Bosma. 
“You won’t be rewarded by being more socially 
responsible, but you will be punished by society 
if you make a mistake, now more than ever. In 
the old world you had control, now you only have 
influence,” he said.

The futurist said that the marketing mind-set 
has to fundamentally shift.

“It’s not about ‘for people’ but ‘with 
people’. Closed becomes open, reactive becomes 
preventative. “he challenged risk managers in 
the room to ask themselves: “Are you making 
the past more efficient or are you preparing for a 
fundamentally different world?” he added.

Mr Bosma certainly thinks that the insurance 
industry and wider financial services market  
is running big risks in reacting too slowly  

  Tony Bosma is one of 
the top futurists and 
trend watchers in the 
Netherlands and is 
a well-known public 
speaker. On a daily 
basis Tony publishes 
on his popular weblog 
Extend Limits. He 
shares his vision 
about the future in 
(traditional) media and 
advises and challenges 
top management in 
governments and 
public organisations 
and institutions. In the 
course of his work he 
has helped the United 
Nations on the future 
of transportation and 
cities and the European 
Commission and NaTO 
on key areas such as 
security, healthcare 
and education.
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and in the wrong way.
“Your car will know more about you than 

your Facebook profile.  It will revolutionise the 
insurance industry,” he added. “Another example: 
recently, a healthcare test has been launched that 
has a 78% accuracy predicting whether you will 
get a disease in the next five years. healthcare 
insurance companies are worried about this: 
technology is already undermining our principle 
of solidarity principles,” he said. 

What’s next?
Algorithms are one of the key building blocks of 
this new economy and society, argued Mr Bosma.

“There are now companies now using 
algorithms to hire staff. They “make” better  
hiring decisions. hitachi uses algorithms to 
manage their warehouses. No humans are 
allowed. The google car – the self driving car 
– has the same legal status as a human driver. 
Algorithms have the same status as a human 
driver. People expect too much change in one  

year, but not enough in ten,” he explained.
Mr Bosma said that Google claims it knows 

things before people ask. In 2014, Amazon said 
it can ship items before people order it.  They are 
now starting to do it. Even the BBC is testing 
headsets that read your emotions. Programming 
of television is becoming automated, he added.

 
War for data control

All this change is raising serious social questions, 
such as on privacy. Mr Bosma asked if people 
thought that within a decade privacy will be 
gone. Not surprisingly 70% say yes

“When it comes to the future of privacy, 
they say you have to choose. What do you want: 
convenience or privacy?” he asked the audience.

In Mr Bosma’s view, the future of data is 
encryption. he said that according to the united 
Nations encryption is the key to free speech. “We 
are in control. We will shop with our data and it 
is happening right now. The war about our data 
has already begun,” he said.

One thing is for sure, according to Mr Bosma, 
people and technology will merge. he said that 
from 2020, every second 57,000 new objects will 
be added to our virtual world and so the last and 
final frontier to the physical and virtual world is 
gone. According to Mr Bosma that is great news.  

“There will be no barrier between virtual and 
physical. This means that not only documents 
and information can be analysed, but you can 
be analysed as well. That’s great. The most 
fundamental platform for technology in the 20th 
century was the computer.  The most essential 
platform for the 21st century is the human body. 
It’s you!” he said.

 Mr Bosma said that everything that can be 
automated, will be automated. This means that 
the things that can’t be automated will become 
extremely valuable. This again means that we as 
individuals have to look for the right questions 
and challenge the norm. 

“The only thing that you can do is be 
extremely sensitive for signals. Don’t ask yourself 
why certain things are happening when you look 
at technology and society, ask yourself why hasn’t 
it happened yet?  Be a rebel and be continuously 
aware of your false mental software,” said Mr 
Bosma.
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M
AnAgement consuLting 
firm Mckinsey recently 
published a report on the shift 
in global trade from goods to 
information. It said that the 

rapidly growing flows of international trade 
and finance that dominated the 20th century 
have flattened or declined since 2008. And, yet 
globalisation has not moved into reverse. 

Digital flows are instead “soaring” through 
the transmission of information, ideas and 
innovation around the world and broadening 
participation in the global economy, concluded 
Mckinsey. The firm concluded that the world 
is more interconnected than ever. For the 
first time in history, emerging economies are 
counterparts on more than half of global trade 
flows, and South-South trade is the fastest-
growing form of trade.

At the same time flows of goods and finance 
have lost momentum. But, used cross-border 
bandwidth has grown 45 times since 2005. It 
is projected to grow by another nine times in 
the next five years as digital flows of commerce, 
information, searches, video, communication, 
and intra-company traffic continue to “surge”, 
said Mckinsey.

Digital platforms are changing the 
economics of doing business across 
borders. They are bringing down the cost of 
international interactions and transactions. 

“They create markets and user communities 
with global scale, providing businesses with a 
huge base of potential customers and effective 
ways to reach them,” concluded the report.

And this is not just a world for big business. 
Small businesses worldwide are becoming 
“micro-multinationals” by using digital 
platforms such as eBay, Amazon, Facebook 
and Alibaba to connect with customers and 
suppliers in other countries. 

“Even the smallest enterprises can be 
born global: 86% of tech-based start-ups we 
surveyed report some type of cross-border 
activity. The ability of small businesses to 
reach new markets supports economic growth 
everywhere,” states the report.

Individuals are also able to participate in 
globalisation directly through the use of digital 
platforms to learn, find work, showcase their 

talent, and build personal networks.
Mckinsey reports that about 900 million 

people have international connections on social 
media and 360 million take part in cross-border 
e-commerce.

The economic data is impressive too: 
according to Mckinsey, over a decade, global 
flows have raised world GDP by at least 10% to 
reach a total of $7.8tn in 2014 alone. 

Data flows now account for a larger share of 
this growth than global trade in goods. Global 
flows generate economic growth primarily by 
raising productivity, and countries benefit from 
both inflows and outflows,” claims Mckinsey. 
More nations are participating, but global flows 
remain concentrated among a small set of 
leading countries. 

“The gaps between the leaders and the rest 
of the world are closing very slowly, but catch-
up growth represents a major opportunity 
for lagging countries. Some economies could 
grow by 50% or more over the long term by 
accelerating participation,” states the report.

It is a fact that many companies become 
more complex and inefficient as they expand 
across borders, a trend noted in recent times in 
the international insurance sector for one. 

But Mckinsey argues that digital 
technologies can tame complexity and create 
leaner models for going global. 

“This is a moment for companies to rethink 
their organisational structures, products, assets, 
and competitors,” says the report.

Mckinsey claims that countries cannot 
afford to shut themselves off from global flows, 
but narrow export strategies miss the real 
value of globalisation. “It is the flow of ideas, 
talent, and inputs that spur innovation and 
productivity,” it argues. 

“Digital globalisation makes policy choices 
even more complex. Value chains are shifting, 
new hubs are emerging, and economic activity 
is being transformed. This transition creates 
new openings for countries to carve out 
profitable roles in the global economy,” states 
the report.

“Those opportunities will favour locations 
that build the infrastructure, institutions, and 
business environments that their companies 
and citizens need to participate fully,” it adds.

mCkINSEy:
Data exceeds goods in global trade
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risk mAnAgement is often viewed As 

an exact science that is driven by models 

and technology. But risk managers and 

the wider business community need to 

recognise that risk is a very subjective and 

human topic. Models and scenarios are 

useful, but ignore the power of human  

and economic irrationality at your peril, 

argued Arjen Ronner, Professor Enterprise 

Risk Management and former Program 

Director Insurance Science, Amsterdam 

Business School, during this year’s  

Chubb Benelux Risk Forum in Amsterdam. 

AdriAn LAdbury reports.

 

a
RJEN RONNER FOLLOWED 
Nick Parillo, risk manager for 
Ahold who spoke about the value of 
enterprise wide risk management. 
he said that he completely agreed 

with Mr Parillo’s call for businesses and their risk 
managers to focus on enterprise risk management 
and the vital role that people, not models, play in 
risk. The fact that risk management is a human  
art and not a black box discipline based on 
unfathomable equations and models was a 
recurring theme throughout Professor Ronner’s 
contribution. 

 
Diversity is all

Obviously geographical differences do play a role 
in the diversity of attitudes to risk management. 
however, this is not the only factor, said the 
Professor as he relayed one of his first experiences 
when he arrived at the university.

“A colleague of mine said: ‘We don’t 
need you: we already have a professor of risk 
management.’  I said: ‘Who is that?’   
he said: ‘It is me.’ he was professor in actuarial 
sciences and  
was of the opinion that risk management is 
actuarial science: risk = probability x impact. 
Or, if, in an even more complicated way, risk is 
the integration of all possible bad events and 
the probability of those events happening. Very 
difficult mathematics,” explained Professor 
Ronner. But, as the academic said, there is a 

RISk PSyCHOLOgy:
Ignore human factors at your peril
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big difference between people working on risk 
models and making all the calculations and the 
daily work that he and the corporate risk and 
insurance managers in the room carry out on a 
daily basis.

“Companies, insurers and the consultants in 
between all do risk management and risk control, 
and think about risk financing. All of us use 
models, do scenario planning, try to quantify the 
risk and design ways in which to transfer risks.”

Understanding Enterprise  
Risk Management

One of the big problems faced by the corporate 
risk sector is a lack of understanding and 
awareness of what it does compared to the 
financial risk management carried out by risk 

managers in the banking sector for example. 
This needs to be tackled and brought into the 
mainstream education sector, Professor Ronner 
argued.

“It is a pity that our sector is still not very 
well known in the education programmes. Where 
are we coming from?  how did we become risk 
managers?  We didn’t study it in high school or 
at university,” said Professor Ronner.

“So it is still a challenge for us as a group 
to bring this framework further and also into 
business schools and universities.  The university 
of Amsterdam, as far as I know, is the only 
university offering insurance education in the 
Netherlands. But I think it should be taught at a 
lot of universities,” he said.

Perhaps even more important than 
improvements in understanding and awareness 
of insurance risk analysis and management is the 
underlying need for improvements in corporate 
enterprise wide risk management and risk 
appetite in particular, argued Professor Ronner. 

The professor explained that most ERM 
models are based on the ecoDa code developed 
by the European Confederation of Directors’ 
Associations. he said that, for him, the most 
important element of ecoDa is the so-called 
first line of defence that focuses on the internal 
environment of a company, people and culture.

“We can talk about technology but it is 
people who are taking the risk. Therefore in a 
model framework like ecoDa, it is nice to see that 
the first line is about the internal environment. 
It is the culture in the company, the way people 
are working together, the risk philosophy of the 
management. It is the way management shares 
its views and is open for input from risk managers 
and other people,” explained Professor Ronner. 

Risk appetite
“It also has to do with the risk attitude and risk 
appetite you have as an organisation. Everyone 
is talking about risk appetite. Insurers have to 
present their risk appetite.  Do I have appetite 
for financial lines, business interruption?  Risk 
appetite is all around us. But what is it? In the 
end, it has to do with people,” continued the 
academic.

The question of risk appetite is interesting 
and important when trying to work out how 
to explain corporate behaviour and more 
importantly how to manage it. One key element 
to making this work in practice is to make sure 
that it is all linked up and carried out on a true 
enterprise-wide basis. 

Operational risk
Risk managers interviewed by Commercial Risk 
Europe often bemoan the fact that they are the 
last ones to find out about big corporate actions 
such as mergers and acquisitions. Risk managers 
should clearly be involved from the start in 
such big strategic initiatives, because they risks 
involved are important enough to management 
on a more structured basis.

Professor Ronner pointed out that it is 
dangerous to rigidly compartmentalise risks: 
“Insurance is often about operational risks, 
but if I talk to my colleagues in headquarters, 
people like to talk about strategy and strategic 
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risk. There is a distinction between operational, 
financial, internal and strategic risk,” he said. 
“We see that people involved in operational 
risk are sometimes involved in strategic issues 
at a very late stage. You can argue that this 
is justified: after all, it is a strategic and not 
operational decision. however, it may just be 
that the operational risk makes the strategy fail,” 
explained Professor Ronner. “You cannot manage 
operational risks without having a very good 
connection with people talking about strategic 
risk.”

The danger of more data
One would think that an enterprise-wide risk 
management system would work better if it 
is based on lots of data and sophisticated risk 
models. But Professor Ronner is not sure that this 
is necessarily be the case.

“It is about people and technology. 
Technology is allowing us to collect ever more 
data. People tend to think that the more 
information we get, the better we understand 
risks. I think that is a misunderstanding,” said 
Professor Ronner.

The key is not the volume of data available 
but rather the ability to interpret what that data 
means and how it all links together, he argued.

“If you look at risk management it is not 
about more data. Data are things of the past. 
Risks are in the future. So if you don’t make the 
proper connection between the data, risks in 
the past and in the future – the models will not 
work,” he explained. 

Professor Ronner talked about an experiment 

that tells people that they will receive $10 if it 
rains tomorrow at noon.  The individuals are 
asked to estimate the probability that it will rain 
at noon the following day.

“Wishful thinking takes over. Everyone fills 
out that it will rain tomorrow at noon! It has 
an impact on your judgement. It’s easy to think 
about examples where this has to do with the 
bonus people will receive.”

Another example of how psychology affects 
risk management is so-called group think, said 
Professor Ronner.

“People interact. Pretend that you are in 
a meeting where there are three or four fairly 
dominant people and you step in as a shy risk 
manager. You know a lot about the risk, but if 
three marketing guys are shouting “no risk at 
all, we continue”, how do you react to such a 
situation? And how do the other people in the 
meeting react? Group think will probably take 
over,” he explained.

Group think
“There are a lot of examples of group think. One 
is the spectator syndrome, one is group optimism, 
one is conformity…It’s all about wanting to 
please the other people in the group, which may 
end up doing exactly the reverse.”

All in all, people want to to be liked. This  
does not always lead to the correct or most 
rational decision. Risk managers need to be very 
aware of this and be prepared to stand up to the 
group when necessary. Otherwise they will fail in 
their basic duty to protect the corporation’s assets 
and future.
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On 24 February 2003, Ahold announced the resignation 

of its chief executive officer and finance director after 

finding that the company had overstated its profits 

by more than €463m in the preceding two years. The 

world’s third biggest retailer at the time saw its market 

value plunge by 63% that day, to €3.3 billion. In late 

2001, its value had exceeded €30 billion. Regulators 

found that Ahold had bent accounting rules, claimed 

profits of acquired firms as ‘organic growth’, booked 

capital gains from sale-and-leaseback deals as profit, and 

kept billions in debt off its balance sheet. The revelation 

led to a swathe of new corporate governance rules and 

forced risk management up the corporate agenda. Ahold 

survived this scandal and re-invented itself so that it 

is now firmly back on the front foot and once again a 

global market leader, not least on the back of serious 

investments in the online market in Europe and the US. 

Nick Parillo, VP Global Insurance at Ahold, explained to 

delegates at this year’s Chubb Benelux Risk Forum, how 

the group’s state-of-the-art enterprise risk management 

system that was implemented after the events of 2003 

works. Mr Parillo said that the implementation of an 

enterprise-wide risk management approach is critical for 

any company operating in the modern online economy 

and particularly if they are seeking to buy cyber 

insurance. AdriAn LAdbury reports.
 

NICk PaRILLO:
ERM vital in  

the cyber world

O
ne of the few benefits of  
having to face up to difficult 
emerging risks such as cyber, is  
that risk and insurance managers, 
brokers, insurers and other related 

service providers are forced to take a step back 
and take a closer look at the risks that they are 
running or about to run.

Cyber risk, like other so-called emerging risks 
such as non-damage business interruption, are 
difficult to identify, measure, manage and transfer, 
simply because they do not fit into the traditional 
‘boxes’ created by the market to deal with long-
established risks, such as many of those that fall 
under the “property” heading.

And, because risks such as cyber can affect 
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companies in so many different ways and 
potentially emanate from so many different 
sources, the analysis that needs to be carried out 
before any form of risk transfer can be considered, 
has to be carried out on an enterprise-wide basis.

Nick Parillo, VP Global Insurance at Ahold, 
the Netherlands-based international retail group, 
argued that even though this is clearly a challenge, 
it is also fundamentally a good thing.

“Before you can really talk about cyber 
insurance, you have to give your organisation 
the best risk profile that you can present to the 
insurance market,” explained Mr Parillo.

“To do that you have to understand the 
organisation, you have to know what your 
enterprise risk philosophy is, what your 
governance is, and, before you purchase that 
insurance policy, you have to present to the 
market an appetising candidate to underwrite. 
This is why we spend a lot of time at Ahold 
investing in that discipline,” he said.

Mr Parillo told fellow risk and insurance 
managers at this year’s Chubb Benelux Risk 
Forum that, in order to really understand the 
nature of the risks faced and be in a position to 
‘sell’ that risk to the insurance market, the entire 
organisation needs to be understood from “top to 
bottom” and at all levels. “The way we look at risk 
is that one company’s risk is another company’s 
opportunity,” he explained.

Cyber risk
Cyber risk is critical to Ahold because it online 
sales have exploded in recent times. The online 
journey for Ahold started way back in 1992, with 
Pea-pod, the united States’ largest online delivery 
of groceries. This was started by two brothers in 
their garage and it’s grown now to double digit 
growth in the united States.

Since then, Ahold has acquired bol.com, the 
leading online retailer in the Netherlands with 
five million customers in its home territory and 
Belgium, for €350m in 2012. This acquisition 
and the existing ah.nl online grocery that is part 
of the original Dutch Albert heijn supermarket 
brand are growing at rates of close to 30% a 
year. This is clearly good news for Ahold but also 
presents some challenges from a risk management 
perspective, as any rapid growth does.

“Now what do you do about that kind of 
growth and how do you manage it?” asked Mr 
Parillo.

Another problem area is the devices used 
to capture and process data, not least personal 

devices which Mr Parillo described as probably the 
“scariest.”

The risk manager pointed out that a recent 
study carried out in the uS found that 90% of 
companies said that they allow their employees to 
use their iPhone for business.

Mr Parillo said that of that 90%, only 37% 
actually put security software on these iPhones. 
This means that company data stored on iPhones 
is vulnerable and companies are almost inviting 
intrusions. 

Data breach is currently another area of ‘huge 
concern’, pointed out Mr Parillo. he said that the 
uS-based Identity Theft Resource Centre recently 
reported that 781 data breaches were reported in 
2015, the second highest year on record since they 
began tracking breaches in 2005. In total, almost 
170 million records were exposed in 2014 (see 
panel for more detail).

The average cost of a stolen record is currently 
about $150. For retailers, the average cost to 
replace a stolen record is around $100. “On this 
basis a million privacy breaches from customers or 
cardholders adds up very quickly,” said Mr Parillo.

Any responsible company will of course be 
working hard to identify, manage and if possible 
at least partially transfer this growing risk. 

Regulatory requirements
Governments and regulators are more than aware 
of this growing threat to consumers and the wider 
economy. For this reason, rules and regulations 
are coming thick and fast on an international and 
local level to ensure that the risk is being properly 
managed.

In the Netherlands, for example, the Dutch 
Personal Protection Act (DPPA) was recently 
passed and became effective on 1 January  this 
year. under this law, the Dutch Data Protection 
Authority has oversight of data breach obligations 
by telecom and ISP providers.

“And it’s not that these authorities are just 
passing regulations, they’re putting teeth in these 
regulations,” commented Mr Parillo. 

For example, under the Dutch DPPA, the 
smaller fine for a violation or breach is 20,000 
euros. For a severe violation the fine could rise up 
to 10% of the companies prior year net turnover, 
which, as Mr Parillo pointed out, can prove to be 
very expensive. 

The European union is on the case too. It 
is currently drafting additional legislation to 
supplement its existing rules because the current 
legislation does not take newer technology 
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developments such as social media networks 
and cloud computing into account. Mr Parillo 
explained that the new regulations as drafted will  
impose mandatory obligations on public 
authorities and  
private business. “This impacts Ahold and other 
companies.”

European-US Shield
On top of this, multinational companies need to 
take a close look at the recently created European 
Shield. This high level uS-Eu agreement was 
completed at the end of April, partly to satisfy 
serious concerns raised in Europe about uS 
intelligence surveillance back in 2013.

The agreement basically means that uS 
companies will need to self-certify on an annual 
basis that they meet the requirements based on 
Eu data protection rules, display their privacy 
policy on their website, reply promptly to any 
complaints and co-operate and comply with 
European Data Protection Authorities. 

This will provide greater transparency about 
the transfer of personal data to the uS and 
stronger protection of personal data. It will also 
deliver easier and cheaper redress possibilities in 
case of complaints directly or with the help of 
their local Data Protection Authority.

 “under the new legislation, Europeans can 
now bring actions against the uS, if uS companies 
are absorbing data from Europeans. So, it allows 
Europeans access to litigation for American 
companies that are using that data,” he said.

Mr Parillo said that this escalation in 
regulation in this increasingly important area 
means that cyber insurance becomes even more 
important.

“So, it’s becoming very scary from a regulatory 
standpoint. And one of the key issues is that a 
cyber policy provides you an opportunity to try 
to mitigate some of those risks from a regulatory 
standpoint, which is one of the biggest areas of 
concern that any corporation would have,” he said.

Enterprise approach critical
The key to this critical exposure is to take an 
enterprise-wide approach. This multifarious risk 
cannot be managed and transferred in isolation, 
warned Mr Parillo.

“At Ahold we have been using an enterprise 
model since 2003/4 and at the heart of our risk 
management programme is enterprise risk. It 
provides a framework that typically involves 
identifying particular events or circumstances 

relevant to the organisation’s objectives and 
assessing them in terms of likelihood or 
magnitude of impact. Enterprise risk management 
allows a company to identify, qualify, quantify 
and determine mitigation strategies to thwart the 
exposure to different risks, such as data breach,” 
explained the risk manager.

“Enterprise risk management reduces 
surprises, increases certainty and identifies steps to 
take certain risks,” he added. 

Mr Parillo said that Ahold first purchased 
cyber insurance back in 2008. By that time the 
company had a 5-year history and culture of 
enterprise risk management. The decision to buy 
the cover was triggered by a class action lawsuit 
and a regulatory enforcement action as a result of 
a breach concerning a retailer based in the North 
East of the uS, he said.

“When that occurred we realised we were also 
vulnerable.  
We realised we needed to talk about how we could 
protect ourselves,” explained Mr Parillo. 

The existence of the enterprise wide risk 
management system meant that Mr Parillo 
and his team were able to involve the key 
‘stakeholders’ quickly and effectively.

“We were fortunate enough to have a mature 
enterprise risk and governance strategy. We 
were therefore able to sit down with the Chief 
Information Officer, the head of our enterprise risk 
management and risk governance committee and 
set up meetings with our insurance underwriters 
too,” he said. 

“We were able to introduce people that were 
key to that process and explain to the insurance 
market what we were doing to mitigate this risk 
and use insurance as a final mitigation aspect to 
our enterprise risk strategy,” explained Mr Parillo.

Top-level involvement in the enterprise 
wide risk management system is clearly critical 
to ensure that it is taken seriously within the 
organisation and by external partners, such as the 
insurers. Mr Parillo explained that, thankfully, 
Ahold’s enterprise risk management system has 
that senior level engagement and support.

“As part of enterprise risk, each business 
region identifies the principle risks associated 
with important business objectives and actions. 
Senior executives periodically review these risks 
and the appropriate mitigation practices that 
are in place. The findings of these studies are 
aggregated to a heat map that is presented to the 
executive committee and the supervisory board,” 
he explained.
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“Ahold’s enterprise risk management 
programme influences the formation of controls, 
procedures and the scope of internal audit 
activities. It focuses on business planning and 
performance process,” continued Mr Parillo.

underneath this enterprise risk strategy, 
Ahold has a model – The Ahold Business Control 
Framework – that incorporates risk assessment, 
control activities and monitoring into its business 
practices, enterprise wide and functional levels.

“The aim of this framework is to provide 
reasonable assurance that risks associated with  
important objectives are identified and mitigated,” 
said Mr Parillo.

Insurance must be centralised
The insurance strategy that supports the 
enterprise-wide risk management approach needs 
to be managed centrally to be fully effective, 
argued Mr Parillo.

“No one can purchase insurance anywhere in 
the world unless it’s global insurance. The right to 
negotiate contracts, hire actuaries, hire insurance 
brokers has to be centralised,” he explained.  
“There are authority limits within each of the 
business levels  
that are there to ensure that all expenditures and 
decisions are approved by the appropriate levels of 
management.”

But this centralisation of insurance strategy 
and purchasing does not mean that local business 

managers do not own the risks that may or may 
not be covered. Risk ownership at business level 
is critical for the system to work, explained Mr 
Parillo.

“Ahold subscribes to the enterprise risk model, 
which has three lines of defence. The first line 
of defence basically says that the business is the 
owner of the risk,” he said. 

“They [the business managers] are closest to 
the risk. They must come up with the ability to 
identify and manage the risk and they must come 
up with mitigation strategies to deal with that risk 
if they want to take it,” continued Mr Parillo.

Control and compliance…
After the first line of defence Ahold has a whole 
area of assurance and internal controls. Mr 
Parillo explained that these are compliance-based 
controls that are implemented by risk controllers 
embedded throughout the organisation.

The job of these controllers is to ensure risks 
to the strategy are actually being identified, 
managed and mitigated. Mr Parillo explained that 
if the controllers find that managers have failed 
to comply, this is reported up to the corporate 
executive committee.  
If the failure is serious enough,  
as measured by the heat map, then it is reported 
up to the supervisory board.

“There has to be a strategy  
in place as to how you are going to address this. 
What’s the financial impact and what are  
you doing to mitigate it? There are about 13 
control memorandums in key areas throughout 
the organisation. Compliance is mandatory for  
all fully owned entities,” explained Mr Parillo.

Then internal audit looks at the compliance 
process of the business managers and the 
controllers to make sure they are doing their 
jobs, that they are rating the risks appropriately. 
This has to be signed off and an audit report 
on governance and process issued to the audit 
committee of the Supervisory Board.

On top of all this Ahold has a governance 
risk management and assurance committee. This 
sub-committee is chaired by the group general 
counsel who is also the chief corporate governance 
counsel.

“This may seem like a complex system of risk 
management and control but after the events of 
2003 it was critical. Much of this was instigated 
by a need to never put our reputation in jeopardy 
again. Your reputation is the only thing you 
have...” concluded Mr Parillo.
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T
HE NUMBER OF U.S. DATA 
breaches tracked in 2015 totalled 
781, according to a recent report 
released by the Identity Theft 
Resource Center (ITRC) and 

sponsored by IDT911™. This represents the 
second highest year on record since the ITRC 
began tracking breaches in 2005.

“While the overwhelmingly prevalent 
motive for data breaches remains financial 
gain for the intruders, we saw a shift in new 
motives for obtaining sensitive and private 
personal data this year. This compromised 
data can now be used to compel behaviour 
changes in individuals and groups. This data 
is also being used for social justice purposes, 
and even to embarrass our nation. As the 
motives for obtaining this data shift, so must 
our mind-set about what we need  
to keep private, protect, and potentially cease 
capturing or creating,” said Eva Velasquez, 
President and CEO, ITRC.

The ITRC maintains an extensive 
database capturing and categorizing U.S. 
data breaches into five industry sectors with 
a number of other attributes such as how 
information was compromised and type of 
data.

“These numbers are by no means the 
whole story. Since 2005, ITRC has tracked 
5,810 reported breaches. Many continue to fly 
under the radar because many businesses aim 
to avoid the financial dislocation, liability, and 
loss of goodwill that comes with disclosure 
and notification,” said Adam Levin, Chairman 
and Founder of IDT911. “It is safe to assume 
that the actual number of breaches is much 
higher than what is reported.”

Data breach types
In 2015, hacking incidents reached a nine-
year high of 37.9 percent, a jump of 8.4 
percent over 2014 figures. This was followed 
by the Employee Error/Negligence category 
at 14.9 percent, more than double the 7.2 
percent first reported in 2012.

Accidental Email/Internet Exposure 
was the third most common source of 

compromised data at 13.7 percent followed 
by Insider Theft (10.6 percent), Physical 
Theft (10.5 percent) and Subcontractor/3rd 
party (9.0 percent). Data on the Move came 
in last with 7.3 percent, down from a record 
high of 27.6 percent in 2007.

The number of breaches involving Social 
Security numbers totalled 338 in 2015, a 
modest increase of  
1.8 percent over the 325 reported in 2014. 
Those breaches, however, involved more than 
164.4 million records.  
This is in stark contrast to the 160 breaches 
in 2015 involving debit/credit cards which 
exposed less than 800,000 records.  
In 2014, the 138 breaches involved more 
than 64.4 million debit/credit cards.

“We recognized 2014 as the year of 
the credit card breach; 2015 must be 
similarly recognized but as the year of 
the Social Security Number breach. The 
concerning trend here is that remediation 
of a compromised SSN remains a more 
arduous task for victims when compared 
to remediation of an individual credit card 
number,” said Velasquez.  
“The opportunities for intruders who possess 
Social Security Numbers are significantly 
greater and pose more risk for consumers, 
not to mention the difficulty when it 
comes to deployment of risk minimization 
techniques,” Velasquez added.

“I am convinced that 2016 will see 
bigger public and private sector takedowns, 
hacks, and exposure of sensitive personal 
information like we have witnessed in 
years past,” said Levin. “Malvertising and 
ransomware attacks will reach a fever pitch. 
Medical data and business information like 
intellectual property will be prime targets, 
with cyber thieves looking for opportunistic 
financial gain based on black market value, 
corporate extortion and cyber terrorism.”

n    The full 2015 Data Breach Report 
from ITRC can be read on http://
www.idtheftcenter.org/images/breach/
DataBreachReports_2015.pdf

By THE NUmBERS:
U.S. Data Breaches in 2015
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O
ne of the main questions  
that people have asked Andrew 
Kendrick in recent months is 
whether he was surprised by the 
news of the acquisition of Chubb by 

ACE when the news broke in July 2015.
The straight-talking Lloyd’s veteran concedes 

that he was surprised because it was a very well 
guarded secret and because of the sheer size of the 
deal. 

But, like the rest of us, once the dust had 
settled for Mr Kendrick the reasons behind the 
acquisition quickly began to make sense.

“As soon as Evan set out the reasons for it, it 
made perfect sense. And as we have started the 
process of integration planning over the last few 
quarters and it has started to become reality, I can 
honestly say that here in Europe, those reasons 
have come to make even more sense,” said Mr 
Kendrick.

The former Lloyd’s underwriter, who is head 
of Chubb in London and Europe, said that the 
acquisition will help the new Chubb address the 
three major areas of challenge and opportunity 
the European insurance market is facing: growth, 
discipline and service.

First up Mr Kendrick tackled the tricky area 

aNdREw kENdRICk :
Growth, discipline, innovation  
and service top of agenda for Chubb
ACE’s $29.5bn acquisition of Chubb last year to create a global 

insurance powerhouse may have been driven partly by the need 

to achieve economies of scale in a persistently soft international 

insurance market place. But, Andrew Kendrick, Senior Vice 

President, Chubb Group and Regional President for Europe, used 

a recent speech given to risk managers at the Chubb Benelux 

Risk Forum held in Amsterdam to stress that the deal is as much 

about delivering improved service and innovation for customers as 

maintaining returns for investors. He argued that the two goals can 

be achieved simultaneously through scale and targeted investment. 

AdriAn LAdbury reports. 
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of growth in a persistently volatile and under-
performing global economy: “Global markets 
have had a very volatile start to the year. They 
are clearly trying to tell us something and, if you 
can look beyond all the daily noise, it’s not too 
difficult to work out what that is: global economic 
growth is falling short of expectations,” stated Mr 
Kendrick.

The Chubb European leader explained that, 
according to World Bank  figures, global GDP 
[gross domestic product] growth fell again in 
2015, slowing to 2.4% from 2.6% in 2014. 
Moreover, growth is now projected to recover at 
a slower pace than previously hoped. According 
to the World Bank, it will barely reach 3% in the 
next few years. Indeed International Monetary 
Fund (IMF) forecasts have been revised downward 
by 0.2 percentage points for both 2016 and 2017, 
added Mr Kendrick. 

“Now, that might not sound much. But 
when you consider the low growth rates we are 
seeing today – and the fact that some European 
economies are still struggling to shake off the 
impact of the global economic crisis – it presents a 
slightly gloomy picture,” he explained.

Since the onset of the financial crisis and 
subsequent global economic downturn , the 
natural reaction of European companies, 
including insurance companies, has clearly been 
to compensate for that sluggish or even negative 
growth in core European markets by seeking 
growth in faster growing markets in so-called 
emerging regions of the world such as Africa, 
Latin America and Asia.

Deceleration
But this is not as simple as it seems. Recently, 
there has been a continued deceleration in 
emerging and developing economies, amid weak 
commodity prices, poor global trade growth and 
lower capital flows, pointed out Mr Kendrick. 

To compound the problem, as companies 
such as Chubb and its customers seek to 
maintain growth in this difficult macro-economic 
environment, there are plenty of ‘real downside 
risks still lurking out there,’ pointed out Mr 
Kendrick. 

“One is the possibility of a sharper-than-
expected slowdown in emerging markets. Another 
is the possibility of fresh financial market turmoil. 
And then there is the risk of increased geopolitical 
instability. On the other hand there are the threats 
to Europe from within, relating of course to 
Brexit, Schengen and other issues” he explained.

At the same time, the insurance and 
reinsurance market has seen a ‘huge swathe’ of 
capital coming into the industry in recent years, 
said Mr Kendrick. This new capital is not going 
to go away quickly and, at the very least, the 
mobility of capital and the ease with which it can 
be deployed is now very different than before, he 
added.

Mr Kendrick explained that the three big 
brokers (Aon, Marsh and Willis-Towers Watson) 
estimate that alternative sources of capital 
now represent between 12 and 17 percent of 
global reinsurance capital. Moreover, while total 
reinsurance capacity overall has started to level 
out and even fall slightly in response to market 
conditions, alternative sources continue to increase 
their share. In these conditions, revenue growth 
becomes ‘very difficult’ for any insurer globally, 
let alone in Europe, and so action had to be taken, 
concluded Mr Kendrick. 

“As a combined organisation, we are now 
the world’s largest listed P&C insurer and, for 
example, the number one financial lines insurer 
globally. That gives us even greater collective 
know-how and market firepower,” he said.

Mr Kendrick said that the new Chubb will 
benefit from greater market presence, and not 
only in the uS, where the Chubb brand is very 
powerful. “Legacy Chubb has operations in 25 
countries and 11 of those are in Europe. So even 
in Europe we will be stronger together and this is 
good news for our clients and our broker partners 
who will benefit from a broader offering,” he told 
clients at the Risk Forum in Amsterdam.

“We also have the benefit of complementary 
businesses. For example, here in Europe, legacy 
ACE is better known for its global accounts and 
multinational leadership, while legacy Chubb is 
better known for its middle market expertise. 
Yet both companies have experience in these 
segments, and when you put us together, that 
gives us a stronger platform from which to grow 
– and  
to help our clients grow,” continued Mr Kendrick.

“In short, we are confident that the acquisition 
will create higher growth potential than the sum 
of the two companies separately. And we are 
very clear that becoming bigger does not stop us 
from growing further. If you look back at ACE’s 
history of acquisitions over the past twenty years 
or so, from Brazil and Mexico to Thailand and 
Indonesia, you can see a strong track record of 
adding diversification and building strength, 
whether in terms of products, distribution or 
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geography,” he added.
Discipline is the second big focus for Chubb, 

and any other serious insurer, in these challenging 
economic and market times. Mr Kendrick has 
seen a lot of change and experienced some very 
challenging periods since starting as a junior 
underwriter at Lloyd’s in the later 1970s. But, he 
said, today’s market is the most challenging he 
has seen and will need some very tough decisions 
to navigate successfully. 

“I honestly can’t remember another time in 
my career when the rating environment has been 
so challenging, and over the past 12 months it has 
only got tougher and tougher, particularly in the 
large account space,” he explained.

“The days of easy profit are long gone. As an 
industry, we now likely need to target a combined 
ratio of around 90 just to meet our cost of 
capital,” said Mr Kendrick. 

“And our assumption has to be that, in terms 
of pricing, this is as good as it gets. We simply 
have to build our plans for the future on the 
assumption that things will not get any better,” 
he added. 

The simple fact is that the record low interest 
rate environment in the developed world means 
that it has become harder for insurers to make 
money from their investments. Even the most 
optimistic of insurers have to concede that all the 
latest indications suggest that this  is not going to 
change any time soon. 

Survive and prosper
“We even have negative policy rates now in some 
markets. Several of Europe’s central banks have 
cut key interest rates below zero and kept them 
there for more than a year. Now Japan is trying 
it, too. So make no mistake, it is a challenging 
outlook for any insurer!” said Mr Kendrick.

In the good old days it was possible for 
insurers to underwrite at a 100% plus combined 
ratio and still make a decent return on the back 
of investment returns. Not so now, stressed Mr 
Kendrick.

In this environment only insurers and 
reinsurers with the willingness and ability to 
underwrite for profit will survive and prosper and, 
thankfully, both ACE and Chubb have a tradition 
of doing so, he said. 

“Both our legacy companies were renowned 
for their strong underwriting cultures. At our 
core, we are underwriters – we share a passion for 
the art and science of underwriting. And I hope 
you will agree we are pretty clear about our risk 

appetite. So we have a lot in common when it 
comes to our underwriting approach and our focus 
on discipline. I believe we are a good fit, and that 
we will enormously benefit from being together. 
Together, we are even better positioned to face the 
challenging market conditions,” he said. 

At the same time, as the focus of insurers and 
reinsurers has to shift to disciplined underwriting 
there also has to be a sustained effort to reduce 
costs in this market environment. This largely 
explains much of the recent mergers and 
acquisitions (M&A) activity in the international 
insurance and reinsurance sector, said Mr 
Kendrick.

“The theme of discipline applies to costs too. 
A high cost base and a competitive market is a 
problem for our industry. And it is one key reason 
why there is so much M&A activity right now. 
XL-Catlin, Mitsui-Amlin and nearly Zurich-RSA. 
I can’t remember a time quite like it,” he said.

And, Mr Kendrick is convinced that this 
consolidation process is not over yet. he said 
that almost 50 deals have either closed or been 
announced so far this year at the time of his 
speech, when the first quarter had not even been 
completed.

“This trend is unlikely to be over. In the 
non-life sector, competition remains intense. 
Companies are under pressure to diversify, 
encouraging them to look towards acquisition. As 
a general rule, the softer the insurance market, the 
more incentive there is to acquire,” he said.

While it is difficult to argue with Mr 
Kendrick’s conclusion that underwriting discipline 
and cost control are absolutely critical for success 
in such a tough market, that does not mean that 
underwriters can forget about customer demands.

Insurers that simply focus on price and cost 
control in an effort to maintain short-term returns 
to investors will inevitably lose the best accounts 
and embark on a downwards spiral that will be 
difficult to break out of.

Conundrum
herein lies perhaps the biggest challenge of all 
for the commercial underwriting community: 
how to rise to ever more challenging and complex 
customer demands of corporate and multinational 
companies in particular, in such a tough market 
environment.

Mr Kendrick and his fellow management team 
at Chubb are clearly aware of this conundrum but 
believe that the combination of ACE and Chubb 
will help deliver the answer.
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“We have been very clear that one of the reasons for the 
Chubb acquisition is to drive greater efficiency. The acquisition 
will allow us to realise real synergies, that will in turn allow 
us to invest in the areas that matter to our clients, and in 
particular in enhancing our service,” he said.

The critical need for this focus on improved service and 
innovation in the corporate insurance market has been well 
documented in Commercial Risk Europe’s annual survey of risk 
managers: Risk Frontiers.

Chubb carried out its own research last year with European 
risk managers, which was endorsed by FERMA, and explored 
the changing role of the risk manager. Not surprisingly, one 
of the key findings of this research was that, in future, a 
resounding 79% of Europe’s risk managers believe they will 
need to think and behave as ‘innovators’ and ‘futurists’ reported 
Mr Kendrick. 

But, as he pointed out, risk managers clearly cannot be 
experts on everything on their own. Mr Kendrick said that 
some 22% of those risk managers who took part in the survey 
reported a current lack of knowledge about emerging risks, 
as one example. “So, it will be increasingly important for 
tomorrow’s risk leaders to build the right relationships and 
partnerships inside and outside the business,” he said.

how then should the insurance industry respond to this 
difficult challenge, asked Mr Kendrick. 

Well, the good news for insurers is that Chubb’s research 
suggests that risk managers (78% of the survey) regard the 
insurance industry as a key part of the solution when it comes 
to the management of change and the new wave of emerging 
risks. The big question is whether the industry is actually going 
to rise to the challenge, or just talk about it. Mr Kendrick, for 
one, believes that there is no other option.

“I believe that the industry will simply have to innovate to 
provide the service that clients and brokers need in the future. If 
we don’t, they will find other solutions, elsewhere,” he said.

It is one thing agreeing that a response is needed, but 
actually working out how to do it is another one. It is crystal 
clear that for the market to really deliver what clients want, 
will need collective and not just individual action. Mr Kendrick 
clearly recognises this challenge and opportunity.

“Sometimes I think that, as an insurance market, we 
don’t always pull together our skills and experience in a way 
that really works best for our clients. There is often too little 
energy going into making things easy to understand through 
clear wordings and definitions. Many emerging risks – already 
complex – are being further complicated by a patchwork of 
mismatching approaches across the market,” he said.

The bottom line is that, as Commercial Risk Europe’s 
annual Risk Frontiers survey clearly identifies each year, 
innovation is not just about products but also about approaches 
and the delivery of more holistic and deeper reaching risk 
management as well as transfer solutions.

“We also need to broaden out the solutions we provide if 
we are to remain relevant for our clients in the future. There is 

often too much emphasis in our industry on ‘pushing product’ 
– inflexible solutions that don’t meet individual needs. We also 
need to go beyond financial compensation, and deeper into 
risk management expertise, loss control services and ‘hands-on’ 
incident response throughout the whole relationship,” said Mr 
Kendrick.

“Innovation is rarely easy. But the insurance market wasn’t 
invented to do the easy things, and we don’t become leaders by 
sticking in our comfort zones. Tackling complex risk problems 
is what we’re here for,” he continued. 

Mr Kendrick conceded that Chubb does not have all the 
answers. But, he argued, by bringing the two companies 
together it has made a big step forward in this sense.

“We now have a greater pool of talent, expertise and ideas. 
Already this year, we have announced a new service in the area 
of cyber risk, where we have made available a 24/7 incident 
response service in partnership with Crawford & Company. And 
we will continue to invest in bringing these added-value services 
to the market across a range of lines – to innovate beyond the 
wordings of the insurance policy,” explained Mr Kendrick.

Claims performance
Multinational programmes is an obvious area where improved 
service is way more important than simple product or price 
for risk and insurance managers. Chubb recognises this, said 
Mr Kendrick. he told the gathered Dutch and Belgian risk 
managers that its research with risk managers of European 
multinationals showed that fewer than 30% of risk managers 
were very satisfied with overall service levels from their insurer 
in respect of their multinational programmes. Fewer still were 
happy with claims performance. 

Mr Kendrick reported that, based on Chubb’s research, 
currently around 70% of European risk managers say they are 
dealing with more claims outside their home market and they 
are generally experiencing more complex multinational claims 
than they used to. 

“Good claims outcomes are surely the test of success for any 
global insurance programme, so this is something that we all 
have to get right,” he said.

Another area for improvement based on the research is with 
effective technology solutions. As a result Mr Kendrick assured 
risk managers that Chubb will continue to invest in enhancing 
its Worldview platform.

“More generally, legacy Chubb’s strength in delivering high 
quality service, from claims to loss control services, is something 
that we are very proud of and we will continue to build on,” he 
promised customers.

“So there you have it – three core themes and challenges 
that I believe we face here in Europe right now. A growth 
challenge, a need for discipline, and a demand for innovative 
and high quality service. As the new Chubb, I believe we 
are better positioned than ever to address these and we look 
forward to working with you under our new brand,” concluded 
Mr Kendrick.
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maSTERCLaSS:  
PROdUCT RECaLL:
Risk managers need  
to focus on rising  
intensity and  
frequency of  
product recall 

T
he morning before the  
annual benelux risk Forum in 
Amsterdam, Chubb organised a 
masterclass for young insurance 
professionals on the hot topic of 

product recall. The masterclass was organised in 
partnership with Young Insurance Netherlands 
and Young Insurance Belgium. The masterclass 
was attended by 65 young insurance professionals 
as well as risk and insurance managers.

Remy Massol, multinational segment leader 
for Continental Europe at Chubb in the Benelux, 
and moderator of the masterclass, said that 
product recall was an excellent topic to choose 
for this year’s event because they represent a 
“daunting challenge” for large firms and can be 
potentially “devastating” for small businesses. 

The challenge is greater today than ever 
before because of ever stricter European and 
international regulatory standards, better testing 
procedures and more vocal consumers, pointed 
out Johan Broeders, Casualty Manager Benelux at 
Chubb, specialised in product recall. 

“Rarely a day passes without news that some 
company’s food, automobile, toy or equipment 
has been recalled for safety or health reasons. 
And this is just the tip of the iceberg. Many recall 
incidents occur within the supply chain and do 
not ever hit the news headlines,” explained the 
Chubb expert.

Despite considerable evidence that 
demonstrates the likelihood and costliness of 
a recall, many companies still underestimate 
the probability as well as the financial and 
reputational consequences. 

“As a result, many companies are insufficiently 
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prepared, don’t have an effective response and 
often do not have appropriate insurance in place. 
Product recall insurance is a relatively new 
product and there are still misconceptions about 
this type of coverage,” added Mr Broeders.

To try and help clear up such misconceptions, 
the masterclass provided a framework of what this 
risk is all about from both the food and the non-
food industry perspectives.

The masterclass hosts also discussed what 
insurance can and cannot cover, what types of 
policies are available and suitable and what critical 
factors need to be considered when evaluating the 
potential risk of product recalls.

Mr Broeders identified three key matters that 
a risk manager should consider when they assess 
their recall risks and the insurance solutions:

First, he advised risk managers to be aware 
of possible different use in terminology on 
‘product recall’. he explained that, according to 
dictionaries and commonly used definitions there 
are always safety issues or product defects that 
might endanger the consumer.

“however, in common speech product recall is 
regularly used in a broader sense, and comprises 

all kinds of product defects or deviations related to 
quality (and not safety),” said Mr Broeders.

“We often encounter contractual stipulations 
between companies where the recall paragraph 
of the contract actually is written with a ‘quality’ 
trigger. You can imagine this is crucial to identify 
when tailoring an adequate insurance solution,” 
he added.

Second, risk managers need to think about 
whose, and which, recall damage they really 
intend to insure. 

“The relevant question is: Who suffers the 
damage? Is this the producer? Is it the retailer, 
or is it the private label manufacturer? Or is 
it the supplier of the ingredients or packaging 
materials?” asked Mr Broeders. “You can imagine 
that these parties all have their own recall 
exposures, which can be both first party (own 
damage) or third party (liability for losses of 
others),” he added.

Mr Broeders advised risk managers at the 
event that, when analysing a recall loss, it is also 
important to assess what kind of loss is being 
analysed. Key considerations include recall 
expenses, product replacement and business 
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interruption. “Mostly a company’s perception of 
their recall exposure relates to the recall expenses 
loss only. however the financial impact of the two 
latter categories can be a lot more devastating,” 
pointed out Mr Broders. The third main matter 
for risk managers to focus on is awareness of the 
different insurance solutions on offer. Mr Broeders 
pointed out that, depending on the industry, there 
is a wide variety of possibilities. he said that the 
recall market for food and beverage consumer 
products is the most advanced and developed. 

For this market there is a specific customised 
insurance product available in the market called 
Contaminated Products Insurance (CPI). CPI 
typically covers the own damage of the company. 
This recalls the expenses and also the replacement 
of recalled products, own business interruption 
and costs to restore the reputation.

The market for non-food consumer products 
is much narrower, said Mr Broeders. he explained 
that the most often used and achievable recall 
solution is to extend the general/products liability 
policy with a recall expenses coverage. 

The same is applicable to recall exposures of 
food ingredients and non-food components. “here 

the starting point will always be the liability 
coverage and the (third party) nature of the 
exposures require tailor-made solutions depending 
on the particular needs,” said Mr Broeders.

Mr Massol and Mr Broeders were joined on 
stage by external guests Yuri Cosco, business 
line manager agrifood at Vinçotte, Peter van den 
Broek from law firm Kennedy Van der Laan and 
Caspar ter horst, managing director of ProductIP. 

Ron Verhulsdonck, country president Benelux 
at Chubb, said that he was delighted with this 
year’s masterclass.

“Three years ago we decided to add more 
value to our partnership with Young Insurance 
professionals through running a masterclass on 
captive fronting. Last year we focused on cyber 
risks. And the success of these motivated us to 
continue running annual workshops, which this 
year covered recall. We believe that knowledge 
transfer to the younger generation is of vital 
importance for the future of the insurance and risk 
management profession, and it was encouraging 
to see that there are so many professionals in our 
industry willing to expand their knowledge,” 
commented Mr Verhulsdonck.



What is CraftsmanshipSM?
To be crafted is to meet exacting standards.

It’s the human touch that combines art and 
science to create something unique.

We tend to think about craftsmanship in  
terms of physical things: fine wine, classic cars, 
custom furniture and iconic structures.

But what about the underwriting of insurance  
to craft protection for your unique and  
valuable things? And the service behind that  
coverage when you need it most — like claims  
and loss prevention?

For your business.

Your employees.

Your home. 

The people you love.

Things that need a particular kind of protection 
and service.

The kind Chubb provides.

Not just coverage. Craftsmanship.SM

Not just insured.

Chubb. Insured.SM
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